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    Lens (phoenix_lens)

Mountable SQL notebook for Phoenix. Point it at your Ecto Repo, save questions, pin dashboards, and mask PII/PHI in every output.
This is not Metabase. It is the PgHero-shaped tool you mount at /lens so you can stop giving a sidecar JVM a god-mode DB user.
UI
Dummy app on http://localhost:4000/lens. Full tour: docs/Guide.md.
[image: Home]
Home: table x-rays and pinned dashboards.
[image: Native SQL with masked cells]
Native query: email AS contact is still [redacted].
[image: Notebook]
Notebook: filters, metrics, grouping, then a chart.
[image: Dashboard]
Dashboard: cards on a 12-column board. Edit to drag and resize.
[image: Catalog]
Data catalog, with protected columns marked.
[image: Settings]
Settings: PostgreSQL or DuckDB, extra sources, audit retention.
[image: Column protection]
Column protection on top of masked_fields and Ecto redact: true.
[image: MCP tokens]
MCP project tokens for agents.
[image: Alerts]
Alerts on a saved question (email or webhook).
[image: Security]
Optional authenticator app and passkeys.
Install
def deps do
  [{:phoenix_lens, "~> 0.1.4"}]
end
config :phoenix_lens,
  repo: MyApp.Repo,
  masked_fields: [:email, :first_name, :last_name, :phone]
Ecto fields marked redact: true are protected automatically.
import PhoenixLensWeb.Router

scope "/" do
  pipe_through [:browser, :require_admin]
  lens "/lens"
end
defmodule MyApp.Repo.Migrations.AddPhoenixLens do
  use Ecto.Migration
  def up, do: PhoenixLens.Migrations.up()
  def down, do: PhoenixLens.Migrations.down()
end
Then open /lens. Prefer a read replica. Product tour, query design, and dummy-app screenshots: docs/Guide.md. Mount details: docs/Phoenix.md. MCP server (agents): docs/MCP.md.
DuckDB engine
Default queries go straight to PostgreSQL. In /lens/settings you can switch the query engine to DuckDB. Lens then:
	Starts an in-process DuckDB
	Attaches the host Ecto Repo read-only as repo (INSTALL postgres; ATTACH … (TYPE postgres, READ_ONLY))
	Lets you attach extra Postgres URLs, SQLite, DuckDB files, Parquet, CSV, or JSON to the same engine

Host tables stay queryable as users or repo.users. Extra databases are alias.table. File sources become a view named after the alias.
Join across sources in one question, for example Postgres + MySQL + a remote CSV:
SELECT u.id, b.sku, p.plan
FROM repo.users u
JOIN billing.orders b ON b.user_id = u.id
JOIN plans p ON p.user_id = u.id
DuckDB is optional. Add the NIF to the host app (the dummy app already does):
def deps do
  [
    {:phoenix_lens, "~> 0.1.4"},
    {:duckdbex, "~> 0.4"}
  ]
end
Questions, dashboards, settings, and the audit log still live on the host Repo. Field policy still runs on every DuckDB result.
MCP server
Agents can drive the same notebook over Model Context Protocol at /lens/mcp. After Plug.Parsers in the host endpoint:
plug PhoenixLensWeb.Plugs.MCP, path: "/lens/mcp"
Settings → MCP issues a project token id (plt_…) and a one-time secret (lns_…). Clients send Authorization: Bearer <secret>. Tools cover catalog, SQL, questions, dashboards, audit, engines, sources, and column protection. Masked cells stay [redacted].
{
  "mcpServers": {
    "phoenix-lens": {
      "url": "http://localhost:4000/lens/mcp",
      "headers": {
        "Authorization": "Bearer lns_…"
      }
    }
  }
}
Details: docs/MCP.md.
Alerts
Saved questions can notify email or a webhook when they return rows, return none, or cross a numeric goal. Configure SMTP and webhook URLs in Settings → Integrations, then click Alert on a question.
Payloads are field-policy masked. Email sending needs {:gen_smtp, "~> 1.2"} in the host app. See docs/Alerts.md.
Security lock
Settings → Security can turn on an authenticator app (TOTP) and register passkeys. After either is enabled, the UI asks for that factor at /lens/unlock. This is an extra lock on the notebook, not a replacement for the host pipeline. MCP tokens skip it. If you lock yourself out: PhoenixLens.Auth.reset!() in IEx.
Dummy app
cd dummy
docker compose up -d
mix setup
mix phx.server

Open http://localhost:4000/lens and run:
SELECT id, email AS contact, first_name FROM users
contact and first_name render as [redacted].
Compliance posture
Designed so the dashboard path does not emit configured PII/PHI (grid, CSV, embeds, logs, audit). 
This library is not HIPAA or GDPR certified. You are the operator. Mount behind your own auth, prefer a read replica, and do not confuse IEx/Repo.get with this dashboard.
Threat model: docs/Policy.md.
Standalone
DATABASE_URL=postgres://user:pass@localhost/dbname mix phoenix_lens.server

Then visit http://localhost:8080/lens.
Docs
	Guide — features, query design, DuckDB vs PostgreSQL, screenshots (source)
	MCP — agent endpoint, project tokens
	Alerts — email and webhook notifications
	HexDocs
	Phoenix mount
	Field policy
	Permissions — host pipeline plus optional 2FA / passkeys
	Spec



  

    Changelog

0.1.4
	Dashboard Edit mode: drag cards to move them and resize on a 12-column board, then Save.
	Date-range filter bar with space between title, filters, and cards.

0.1.3
	MCP server at /lens/mcp (Streamable HTTP JSON-RPC) covering catalog, SQL, questions, dashboards, audit, engines, sources, and column protection.
	Settings → MCP issues project token ids (plt_…) and one-time secrets (lns_…) for Bearer auth.
	Alerts on saved questions (rows / no rows / above / below) delivered by email (SMTP) and webhooks. Integrations live in Settings.
	Optional authenticator-app TOTP and passkey unlock in Settings → Security. MCP tokens skip the UI lock.

0.1.2
	Guide covering features, query design, DuckDB vs PostgreSQL, with dummy-app screenshots.
	Publish the guide and screenshots on HexDocs and GitHub Pages (https://oivoodoo.github.io/phoenix_lens).

0.1.1
	Notebook query builder, native SQL editor, Ctrl+Enter / Run, and in-place dashboard titles.
	Optional DuckDB engine: attach the host Repo as repo plus Postgres, MySQL, SQLite, DuckDB files, Parquet, CSV, and JSON; join them in one SELECT.
	Settings for engine, extra sources, audit retention, and a Column protection page (global, per source, per table).
	Audit log pagination and configurable retention (default 90 days).
	Charts (bar, line, pie, combo) with numeric/count axes; CSV/JSON export.
	Field policy tests for aliases, per-table rules, and Query.run.

0.1.0
	Initial release: SQL notebook, saved questions, dashboards, field policy, audit log.



  

    Guide

Lens is a mountable Phoenix LiveView SQL notebook pointed at the host Ecto Repo. It is the PgHero-shaped tool you mount at /lens: ask a question, save it, pin it to a dashboard, and mask PII/PHI in every output.
It is not Metabase. There is no sidecar JVM and no god-mode warehouse user. Queries are SELECT / WITH (optional EXPLAIN) only. Field policy runs on the grid, CSV, JSON, embeds, MCP tool results, and the audit log.
This page is a tour of the product as it looks in the dummy app (dummy/ on http://localhost:4000/lens), plus how queries are designed for PostgreSQL (default) and DuckDB (optional). Agents can drive the same notebook over MCP at /lens/mcp.
Install and auth: Phoenix.md. MCP server: MCP.md. Threat model: Policy.md. Host pipeline as permissions: Permissions.md.
This library is not HIPAA or GDPR certified. You are the operator.
Home
[image: Lens home in the dummy app]
The shell is a top bar: search, Dashboards, Questions, Data, Audit, Settings, and Ask a question. Home lists x-rays for discovered tables and any dashboards you pin.
Dummy data is a small SaaS-shaped schema: users, orders, posts, comments, logs, subscriptions. Configured masks in the dummy app:
config :phoenix_lens,
  repo: Dummy.Repo,
  masked_fields: [:email, :first_name, :phone, :ip, :author_email]
Ecto redact: true (for example Dummy.Accounts.User.email) is merged in automatically.
Asking a question
/lens/ask has two editors. Notebook compiles filters, metrics, and grouping into SQL. Native query is a SQL textarea. Both share the same preview pane, the same PhoenixLens.Query.run/2 path, and the same field policy.
Notebook
[image: Notebook: orders counted by status, bar chart]
	Data — pick a table. Protected columns stay labelled; picking a table auto-previews SELECT *.
	Filter — equals, contains, empty, comparisons. contains becomes ILIKE.
	Summarize — count / sum / avg / min / max, plus Group by.
	Limit — preview cap (hard ceiling is still max_rows, default 10_000).

Visualize re-runs the compiled SQL. The preview switches Table / Number / Bar / Line / Pie / Combo. Charts coerce Y to a numeric column or Count of rows; a masked text column is not a valid Y axis.
View SQL shows the generated statement, for example:
SELECT "status", count(*) AS "count"
FROM "orders"
GROUP BY "status"
LIMIT 100
Save stores the SQL (not the notebook AST) on the host Repo.
Native query
[image: Native SQL: email aliased as contact is still [redacted]]
Type SQL, then Run or Ctrl+Enter (Cmd+Enter on macOS). Autocomplete uses Ecto schemas plus information_schema (or DuckDB’s catalog when that engine is on). Type after FROM / JOIN for tables, users. for columns.
The dummy query that shows policy on an alias:
SELECT id, email AS contact, first_name, last_name
FROM users
ORDER BY id
LIMIT 12
contact is still [redacted]: masking keys off the origin identifier, not only the output name. first_name is in masked_fields; last_name is a runtime global rule from Column protection.
Catalog
[image: Data catalog with protected columns marked]
Data (/lens/catalog) lists tables from the current engine and Ecto schemas. Protected fields are marked and rendered in the protected colour. Ask → opens the notebook on that table.
When the engine is DuckDB, the same page is sourced from attached databases (repo.users also appears as users via host views). Internal DuckDB catalogs may show as memory:
[image: Catalog while DuckDB is the query engine]
Questions and dashboards
[image: Saved questions]
A saved question is a name, SQL, viz, and database id. Opening it re-runs through Query.run/2. The editor, Export CSV, Delete, and Save sit in the toolbar. Pin the question onto a dashboard from the same page.
[image: Saved question with masked cells]
Dashboards are folders of cards. Each card is a saved question. Optional date-range filters wrap the SQL when a date column is set. Edit turns on a 12-column board: drag a card to move it, pull the corner to resize, then Save. Cancel drops unsaved arrangement.
[image: Dashboard: bar chart, aggregation table, masked users]
QuestionCard embeds the same result (and the same policy) in a host LiveView:
<.live_component
  module={PhoenixLens.Components.QuestionCard}
  id={"q-#{id}"}
  question_id={id}
  actor={@current_user}
/>
Audit
[image: Audit log of redacted SQL]
Every run records who, redacted SQL, row count, duration, and error. Result cells are never stored. Actor is conn.assigns[:current_user] (or actor_assign:); a struct with :id is stored as user:<id> — never the email.
Pagination is 25 / 50 / 100. Retention is Settings → Audit log (7, 30, 90, 180, 365 days, or forever). Default is 90 days. Expired rows are deleted on record, on the audit page, and when retention is saved.
Settings
PostgreSQL vs DuckDB
[image: Settings: PostgreSQL selected]
The default engine is PostgreSQL: Lens runs your SQL on the host Repo (or a replica URL) inside a read-only transaction.
[image: Settings: DuckDB selected, host Postgres attached as repo]
DuckDB starts an in-process engine, attaches the host Repo read-only as repo, and lets you attach extra sources to that one connection. Questions, dashboards, settings, and audit still live on the host Repo. Field policy still runs on every DuckDB result.
DuckDB is optional. The dummy app already depends on it; a host app must add:
{:duckdbex, "~> 0.4"}
Without the NIF, Settings still render and switching explains the missing dep.
Extra sources
[image: Add source modal]
Add source is a modal: alias, kind, connection string or path. Kinds: Postgres, MySQL, SQLite, DuckDB file, Parquet, CSV, JSON. File sources become a view named after the alias. Remote HTTP/S3 paths load the httpfs extension.
Query extras as alias.table (or the alias itself for files). DSNs are redacted in the table (password=••••).
Column protection
[image: Column protection: global chips, per-source, per-table]
/lens/settings/protection adds runtime masks on top of config and Ecto redact: true:
	Scope	Effect
	Global	Column name is masked on every source and table. Config / redact: true names are locked chips.
	Per source	Masked on that database id or DuckDB alias.
	Per table	Masked only when the SQL FROM / JOIN list includes that table. users.email does not mask subscriptions.email.

Locked chips cannot be removed from the UI; change masked_fields or the schema instead.
MCP
[image: Settings → MCP: project tokens for the agent endpoint]
Settings → MCP (/lens/settings/mcp) issues project tokens for the Streamable HTTP MCP server at /lens/mcp. Each token has a public token id (plt_…) and a secret (lns_…) shown once. Clients send Authorization: Bearer <secret>.
Tools cover the same surfaces as the UI (catalog, SQL, questions, dashboards, audit, engines, sources, column protection). Field policy still masks cells as [redacted]. Creating and revoking tokens is UI-only. Setup and the tool list: MCP.md.
Integrations and alerts
[image: Settings → Integrations: SMTP and a named webhook]
Settings → Integrations configures SMTP and named webhooks. On a saved question, Alert sends email or a JSON POST when the question returns rows, returns none, or crosses a numeric goal. Masked cells stay [redacted]. Details: Alerts.md.
[image: Create an alert on a saved question]
Security
[image: Settings → Security: authenticator app and passkeys]
Settings → Security (/lens/settings/security) is optional. Enable an authenticator app (Google Authenticator, 1Password, Authy, …) and/or register a passkey (Touch ID, Face ID, Windows Hello, security key). After either is on, visitors must unlock at /lens/unlock before the notebook. MCP tokens skip this step. Host pipeline auth is still required. Locked out: PhoenixLens.Auth.reset!() in IEx.
[image: Authenticator setup: scan the QR, then confirm a 6-digit code]
Details: Phoenix.md, Permissions.md.
Query design
Every notebook click and every Run lands in PhoenixLens.Query.run/2. There is no public unmasked path.
  editor / notebook
          │
          ▼
   SQL.validate/1          one statement; SELECT | WITH | EXPLAIN …
          │
          ▼
   Settings.engine()
      ┌───┴────┐
      ▼        ▼
 PostgreSQL   DuckDB.Server
 read-only    ATTACH + SELECT
 timeout      timeout + row cap
      └───┬────┘
          ▼
   Policy.apply/4          origin + output name + computed expr
          ▼
   %Result{}               :redacted cells
          │
          ├── grid / charts
          ├── CSV / JSON export
          ├── QuestionCard embed
          ├── MCP tools/call
          └── Audit.record (SQL redacted, no cells)
What SQL is allowed
PhoenixLens.SQL.validate/1:
	Exactly one statement
	First keyword SELECT or WITH, or EXPLAIN of those
	Rejects INSERT / UPDATE / DELETE / DROP / ALTER / CREATE / COPY / ATTACH / DETACH / INSTALL / LOAD / …

ATTACH and INSTALL happen only inside the DuckDB engine, never from the editor.
Notebook → SQL
PhoenixLens.Notebook is a small compiler, not a query planner. Identifiers are quoted. Filters AND together. Aggregations without a group-by still emit count(*) when you add a metric. The saved artifact is the SQL string.
Origin-aware masking
SQL.column_origins/2 walks the SELECT list. A column is masked when:
	the output name is protected (SELECT email)
	the origin identifier is protected (SELECT email AS contact)
	the SELECT item is a computed expression that mentions a protected identifier (first_name || last_name)

Table-scoped rules use SQL.table_refs/1 (FROM / JOIN, including repo.users). Double-quoted identifiers are kept; only single-quoted string literals are stripped before the scan.
Result shape
%PhoenixLens.Result{} columns stay the SQL names; masked cells are the atom :redacted, rendered [redacted]. masked_columns is listed under the grid (see the Users card on the dashboard screenshot). Do not log result rows.
PostgreSQL engine
Default. Query opens a transaction on the configured Repo (or a Postgrex connection for databases: URLs) and sets:
SET LOCAL transaction_read_only = on
SET LOCAL statement_timeout = 5000   -- timeout_ms, default 5s
Then it runs the user SQL with log: false, truncates to max_rows (default 10_000), applies policy, and audits.
Prefer a read replica for the query target. Metadata (questions, dashboards, settings, audit, protection rules) always uses config :phoenix_lens, repo:.
config :phoenix_lens,
  repo: MyApp.Repo,
  timeout_ms: 5_000,
  max_rows: 10_000,
  databases: [
    primary: [repo: MyApp.Repo],
    analytics: [url: System.get_env("ANALYTICS_DATABASE_URL"), name: "Analytics"]
  ]
A replica role that can SELECT but not write application tables complements masking; it does not replace it. Aliases still have to be masked in the UI.
Postgres-first is the right default: no NIF, no extension download, one less failure mode for the notebook you actually mount in production. See ADR-004.
DuckDB engine
Use DuckDB when one question needs to join the host Repo with another Postgres, MySQL, SQLite, Parquet, CSV, or JSON without standing up another BI box.
On switch (Settings, or PhoenixLens.Settings.put_engine("duckdb")):
	An in-memory DuckDB starts
	Extensions load as needed: postgres, mysql, sqlite, json, httpfs
	Host Repo attaches READ_ONLY as repo
	Host public/main tables are also aliased as views, so users and repo.users both work
	Extra sources ATTACH (or read_csv_auto / read_parquet / read_json_auto as views)

[image: Native SQL joining repo.users to repo.subscriptions on DuckDB]
SELECT u.id, s.plan, s.status
FROM repo.users u
JOIN repo.subscriptions s ON s.user_id = u.id
ORDER BY u.id
LIMIT 12
Across extra sources the same idea holds:
SELECT u.id, b.sku, p.plan
FROM repo.users u
JOIN billing.orders b ON b.user_id = u.id
JOIN plans p ON p.user_id = u.id
plans here would be a CSV/Parquet view (the dummy app ships dummy/priv/sample_plans.csv you can attach as kind csv, alias plans).
Config-only extras, if you do not want them in the Settings UI:
config :phoenix_lens,
  engine: :duckdb,
  duckdb_sources: [
    %{alias: "billing", kind: "postgres", dsn: System.get_env("BILLING_DATABASE_URL")},
    %{alias: "plans", kind: "csv", dsn: "priv/sample_plans.csv"}
  ]
User SQL still cannot ATTACH. Timeouts and row caps still apply. Origin-column masking uses the SELECT list (DuckDB has no Postgres RowDescription OIDs).
Dummy app
cd dummy
docker compose up -d
mix setup
mix phx.server

Postgres is on host port 5556 (dummy_dev). Open http://localhost:4000/lens and run the native query above: contact / first_name / last_name render as [redacted]. Switch the engine in Settings to try DuckDB against the same tables.
The dummy app depends on {:phoenix_lens, path: ".."} and {:duckdbex, "~> 0.4"}. After beam, CSS, or JS changes, restart mix phx.server so /lens/assets is not an old build.
MCP
The dummy app already mounts PhoenixLensWeb.Plugs.MCP at /lens/mcp. Generate a token in Settings, then point an MCP client at that URL.
{
  "mcpServers": {
    "phoenix-lens": {
      "url": "http://localhost:4000/lens/mcp",
      "headers": {
        "Authorization": "Bearer lns_…"
      }
    }
  }
}
run_sql is still SELECT/WITH only. Audit actor is mcp:<token_id>. Host mount and the full tool list: MCP.md.
Related
	Phoenix.md — install, mount, auth, multi-db, embed
	MCP.md — MCP server, project tokens, tools
	Alerts.md — email and webhook alerts
	Policy.md — what is protected, known limits
	Permissions.md — host pipeline is the permission model; optional 2FA / passkeys
	ADR-001 — in-process, not a clone
	ADR-002 — policy on every sink
	ADR-003 — replica, timeout, row cap
	ADR-004 — optional DuckDB engine



  

    MCP

Lens exposes a Model Context Protocol server so agents can do the same work as the UI: run read-only SQL, save questions, pin dashboards, switch engines, and manage column protection. Field policy still masks every result.
Mount
Add the plug after Plug.Parsers in the host endpoint. That keeps MCP out of the browser CSRF / accepts: html pipeline.
plug Plug.Parsers,
  parsers: [:urlencoded, :multipart, :json],
  pass: ["*/*"],
  json_decoder: Jason

plug PhoenixLensWeb.Plugs.MCP, path: "/lens/mcp"
The dummy app already does this. Open Settings → MCP.
Project tokens
Each token has:
	Token id (plt_…) — public, listed in Settings
	Secret (lns_…) — shown once, stored as SHA-256

Send the secret on every request:
Authorization: Bearer lns_…
You can bind id and secret together: Authorization: Bearer plt_…:lns_….
Revoking a token in Settings immediately rejects MCP clients that used it. Creating and revoking tokens is UI-only (a stolen MCP token cannot mint more tokens).
The optional Settings → Security lock (authenticator / passkey) applies to the notebook UI only. Bearer MCP calls are not asked for a second factor.
Client config
{
  "mcpServers": {
    "phoenix-lens": {
      "url": "http://localhost:4000/lens/mcp",
      "headers": {
        "Authorization": "Bearer lns_…"
      }
    }
  }
}
Replace the URL with your host (https://app.example.com/lens/mcp). Protocol: Streamable HTTP JSON-RPC (initialize, tools/list, tools/call).
Tools
	Tool	UI equivalent
	list_tables, describe_table	Data catalog
	run_sql, compile_notebook	Ask (native SQL / notebook)
	list_questions, get_question, save_question, delete_question	Questions
	export_csv, export_json	Export
	list_dashboards, get_dashboard, save_dashboard, delete_dashboard	Dashboards
	pin_question, unpin_card, layout_dashboard, run_dashboard	Pin / arrange / open dashboard
	list_audit	Audit
	get_settings, set_engine, set_audit_retention, reconnect_engine	Settings → Engine
	add_source, remove_source	Extra DuckDB sources
	list_protections, add_protection, remove_protection	Column protection
	list_integrations, save_email_integration, add_webhook, remove_webhook	Settings → Integrations
	list_alerts, create_alert, delete_alert, run_alert	Question alerts

run_sql is still SELECT/WITH only. Masked cells are [redacted] in tool output. Audit actor is mcp:<token_id>.


  

    Alerts

Lens can re-run a saved question on a schedule and notify you by email or webhook when a condition is met. Same field policy as the UI: protected cells stay [redacted].
This follows the Metabase idea: alerts are for questions, destinations are configured first, then attached to the question. Slack is not included; use a webhook into Slack or any other receiver.
Configure integrations
[image: Settings → Integrations]
Settings → Integrations (/lens/settings/integrations).
Email
One SMTP channel for the instance:
	Host, port, TLS, username, password, from address

Alerts then pick recipients per question. Sending mail needs {:gen_smtp, "~> 1.2"} in the host app (the dummy app already has it). You can also set app env:
config :phoenix_lens,
  smtp: [
    host: "smtp.example.com",
    port: 587,
    tls: true,
    username: System.get_env("SMTP_USERNAME"),
    password: System.get_env("SMTP_PASSWORD"),
    from: "lens@example.com"
  ]
Webhooks
Named HTTP endpoints. Each has a URL and optional Bearer token or API-key header.
When an alert fires, Lens POSTs JSON:
{
  "type": "alert",
  "alert_id": 1,
  "alert_condition": "rows",
  "sent_at": "2026-09-07T12:00:00Z",
  "data": {
    "type": "question",
    "question_id": 5,
    "question_name": "Users (PII masked)",
    "raw_data": { "cols": ["id", "contact"], "rows": [[1, "[redacted]"]] },
    "num_rows": 1,
    "masked_columns": ["contact"]
  }
}
Create an alert
	Save the question.
	Open it and click Alert.
	Choose when to fire:	any rows / no rows
	above / below a numeric goal (first numeric, non-masked cell)


	Choose how often to check: 1m, 5m, 15m, hourly, 6h, daily.
	Add email addresses and/or webhooks.
	Optionally Only send once, then disable.

Send now runs the question immediately and delivers if the condition is met.
A scheduler in the Lens OTP app checks due alerts about every 30 seconds. Audit actor is alert:<id>.
MCP
list_integrations, save_email_integration, add_webhook, remove_webhook, list_alerts, create_alert, delete_alert, run_alert.


  

    Phoenix

Installation
Add PhoenixLens to mix.exs:
def deps do
  [
    {:phoenix_lens, "~> 0.1.4"}
  ]
end
Configure a database and the fields that must never appear in outputs:
config :phoenix_lens,
  repo: MyApp.Repo,
  masked_fields: [:email, :first_name, :last_name, :phone]
Ecto schema fields with redact: true are protected automatically in addition to this list.
Mount the dashboard in router.ex. Always put it behind authentication in production.
import PhoenixLensWeb.Router

scope "/" do
  pipe_through [:browser, :require_admin]
  lens "/lens"
end
Create the tables:
defmodule MyApp.Repo.Migrations.AddPhoenixLens do
  use Ecto.Migration

  def up, do: PhoenixLens.Migrations.up()
  def down, do: PhoenixLens.Migrations.down()
end
Then open /lens. Screenshots and query-engine details: Guide.md. MCP server: MCP.md.
The SQL editor autocompletes tables and columns from Ecto schemas (and information_schema when a repo is configured). Type after FROM / JOIN for tables, users. for that table’s columns, or a prefix in SELECT / WHERE. Tab or Enter inserts. Protected columns are labelled redacted.
Parent scopes are included in generated URLs.
The host :browser pipeline should include :fetch_session, :fetch_live_flash, and :protect_from_forgery. The host endpoint must already have a LiveView socket at /live.
Authentication
PhoenixLens does not authenticate by itself when you mount it in a Phoenix pipeline. Put it behind your admin plug.
Optional HTTP basic auth:
config :phoenix_lens,
  username: System.get_env("PHOENIX_LENS_USERNAME"),
  password: System.get_env("PHOENIX_LENS_PASSWORD")
Do not expose this dashboard on the public internet without auth.
Settings → Security can add an extra UI lock: TOTP from an authenticator app, and/or passkeys. When either is enabled, /lens redirects to /lens/unlock until the session is unlocked. MCP requests are not gated by this lock. It is not a replacement for the host pipeline.
If you lock yourself out:
iex> PhoenixLens.Auth.reset!()
Passkeys use WebAuthn against the page origin (http://localhost:4000 in the dummy app). HTTPS is required everywhere except localhost.
Multiple databases
config :phoenix_lens,
  repo: MyApp.Repo,
  databases: [
    primary: [repo: MyApp.Repo],
    analytics: [url: System.get_env("ANALYTICS_DATABASE_URL"), name: "Analytics"]
  ]
Questions, dashboards, settings, and the audit log always persist on repo:. Point the query target at a read replica when you can. Audit is paginated; Settings sets how long rows are kept (7–365 days, or forever). Default is 90 days.
Column protection (/lens/settings/protection) adds runtime masks on top of masked_fields and Ecto redact: true: globally, per database/source, or per table.
MCP (/lens/settings/mcp) issues project tokens for the agent endpoint. See below.
MCP
After Plug.Parsers in the host endpoint, mount the MCP server so agents can use the same notebook behind a project token:
plug PhoenixLensWeb.Plugs.MCP, path: "/lens/mcp"
Issue tokens in Settings → MCP. Clients POST JSON-RPC to {mount}/mcp with Authorization: Bearer <secret>. Field policy still applies. Full tool list: MCP.md. Product tour: Guide.md.
Alerts
Settings → Integrations stores SMTP and named webhook URLs. On a saved question, Alert checks the question on a schedule (1m–daily) and emails or POSTs JSON when:
	it returns any rows (or no rows)
	a numeric value goes above or below a goal

Optional {:gen_smtp, "~> 1.2"} for outbound mail. Webhooks use :httpc. See Alerts.md.
DuckDB engine
/lens/settings can switch the query engine from PostgreSQL to DuckDB. DuckDB attaches the host Repo read-only as repo and any extra sources you add (Postgres, MySQL, SQLite, DuckDB files, Parquet, CSV, JSON). Join them in one question (repo.users, billing.orders, a CSV view). The host app must depend on {:duckdbex, "~> 0.4"}. User SQL is still SELECT-only; ATTACH is not allowed in the editor.
Embed a question
<.live_component
  module={PhoenixLens.Components.QuestionCard}
  id={"q-#{id}"}
  question_id={id}
  actor={@current_user}
/>
The same field policy applies.


  

    Field policy

Lens is designed so the dashboard path does not emit configured PII/PHI. It is not HIPAA or GDPR certified. You are the operator.
What is protected
Merged, case-insensitive exact identifiers:
	config :phoenix_lens, masked_fields: [:email, :first_name, ...]
	masked_fields_by_source per database id
	Every Ecto schema field with redact: true on the metadata repo's OTP app
	Runtime rules from Settings → Column protection: global names, per source, and per table

redact: true on User.email also masks a result column named email on other tables. That is intentional in v1.
How masking is applied
Every result goes through PhoenixLens.Policy before it leaves PhoenixLens.Query. There is no public unmasked run.
A column is masked when:
	the output name is protected (SELECT email), or
	the origin identifier is protected (SELECT email AS contact), or
	it is a computed expression whose SELECT item contains a protected identifier (first_name || last_name)

Masked cells are the atom :redacted, rendered [redacted], including CSV, embeds, the audit viewer, MCP tool results, and alert email/webhook payloads.
WHERE email = ... is allowed. Quoted email/phone literals are redacted in stored SQL and in the audit log.
Threat model (known limits)
	IEx / Repo.get — out of scope. This library polices the dashboard, not the BEAM.
	Subquery smuggling — SELECT (SELECT email FROM users u2 WHERE u2.id = u.id) may not resolve an origin. Treat as a reason to keep the mount admin-only.
	EXPLAIN — plan text can contain literals; it is still passed through the SQL redactor, not cell-level policy.
	Result logging — do not log %PhoenixLens.Result{} rows. The library does not.

Query guards
	One statement
	SELECT / WITH only (optional EXPLAIN)
	SET LOCAL transaction_read_only = on
	statement_timeout (default 5s)
	Hard row cap (default 10_000)



  

    Permissions

Lens has no users table. The host Phoenix pipeline is the permission model, same as PgHero.
pipeline :require_admin do
  plug :browser
  plug MyAppWeb.Plugs.RequireAdmin
end

scope "/" do
  pipe_through :require_admin
  lens "/lens"
end
Audit actor is conn.assigns[:current_user] (configurable via actor_assign:). A struct with :id is stored as user:<id> — never the email.
The MCP server is a second entry point, not a second permission model. Mount PhoenixLensWeb.Plugs.MCP on the same host, issue project tokens in Settings → MCP, and treat those tokens like admin credentials. MCP audit rows use mcp:<token_id>. A stolen token cannot mint more tokens. See MCP.md.
Optional Settings → Security (authenticator app and passkeys) is an extra lock on the LiveView UI after the host pipeline has already let the operator in. MCP tokens skip it. PhoenixLens.Auth.reset!/0 clears enrollment from IEx if you lose the factor.
Prefer a Postgres role that can SELECT but not INSERT/UPDATE/DELETE on application tables, and point Lens at a replica:
config :phoenix_lens,
  repo: MyApp.Repo,
  databases: [
    analytics: [url: System.get_env("ANALYTICS_DATABASE_URL"), name: "Analytics"]
  ]
The replica user is a complement to application-layer masking, not a replacement. Masking still runs so aliases cannot leak configured fields through the UI.


  

    ADR-001: In-process PgHero-shaped library, not a Metabase clone

Status
Accepted
Date
2026-09-04
Context
Phoenix teams run Metabase (or similar) as a sidecar to ask questions of app data. That sidecar is a second JVM, a second auth system, a second DB user with broad SELECT, and a second processor under GDPR. The temptation is to reimplement Metabase in Elixir.
Metabase is a decade of Clojure + React: GUI query builder, MBQL, collections, embeddings, drivers. A Hex library that tries to match that surface will not ship. PgHero-Elixir already proved the mountable-engine pattern in this workspace.
Decision
Build phoenix_lens as a mountable Phoenix library that uses the host Ecto Repo (and optional replica URL), mounted behind the host auth pipeline. v1 is a SQL notebook with saved questions, a simple dashboard, and a field policy. We will not clone Metabase’s query builder, permission system, or driver architecture.
Alternatives Considered
Full Metabase-in-Elixir
	Pros: Feature-complete replacement story
	Cons: Multi-year product company, not a Hex library; would still talk to Postgres as a dumb SQL client
	Rejected: Scope. PgHero shipped because it did one job.

Code-first questions only (Elixir modules in git)
	Pros: Best audit trail, compile-time PII checks
	Cons: Does not replace ad-hoc Metabase SQL; high friction for “just run this”
	Rejected for v1: Keep as a later export path (mix phoenix_lens.export).

Schema-only explorer, no SQL
	Pros: Strongest PHI control
	Cons: The user is a Phoenix developer who lives in SQL; they would keep Metabase
	Rejected for v1: SQL is the job. Schema catalog is a helper, not the only interface.

Consequences
	Install story matches PgHero: mix deps.get, config repo, lens "/lens" behind :require_admin
	Durable differentiation is in-process (auth plug, Ecto redact: true, LiveView embed, Oban later) plus field policy
	We will be compared to Metabase on GUI features and will lose that comparison on purpose
	Host app remains the identity provider; Lens has no users table



  

    ADR-002: Field policy on every result sink, not HTML-only masking

Status
Accepted
Date
2026-09-04
Context
GDPR (minimization, privacy by design, records of processing) and healthcare (HIPAA minimum necessary, audit controls) require that PII/PHI not leak through analytics. The requested control is a plugin setting listing fields to mask (email, first_name, …).
Name-based masking of the result grid is bypassable (SELECT email AS contact, first_name || last_name, CSV export, exception logs, alert emails). A library that claims “healthcare acceptable” while only starring columns in HTML would fail the first review.
A Hex library cannot be “HIPAA certified.” The operator is the covered entity. We can be designed so that the dashboard path does not emit protected values.
Decision
	Control plane: merge masked_fields config, per-database overrides, and every Ecto schema field with redact: true.
	Enforcement: one PhoenixLens.Policy function runs on every sink — LiveView grid, CSV, JSON, chart tooltips, embeds, logs, future alerts. There is no unmasked result type that UI code is allowed to hold.
	Alias hole: resolve origin columns via PostgreSQL RowDescription (table OID + attribute number → pg_attribute.attname). Mask if the origin name or the output alias is protected.
	Expressions: if a result column has no origin (computed), treat it as protected when the SELECT item’s SQL text contains a protected identifier. Known limitation: subquery/function smuggling. Document it; do not claim it is closed.
	WHERE: protected fields may appear in filters (support lookup). Literals that look like emails/phones in stored SQL and the audit viewer are redacted.
	Default render: the atom :redacted displayed as [redacted]. Not hashed, not dropped, in v1.
	Never persist rowsets. Persist questions and audit metadata only. Audit stores redacted SQL, query hash, actor, row count, duration — never cells.

Alternatives Considered
Display-only mask (config list → star columns in the table)
	Pros: Fast
	Cons: Aliases, CSV, logs, and emails bypass it
	Rejected: Incompatible with the healthcare requirement.

Allowlist / deny querying PHI at all
	Pros: What auditors actually want
	Cons: Breaks WHERE email = $1 support lookups; heavier SQL analysis
	Deferred: strict: true is an explicit v2 flag, not the v1 default.

Strip columns instead of mask
	Pros: Cleaner CSV
	Cons: User asked for mask; stripping hides that a column was selected (confusing while writing SQL)
	Deferred: optional on_protected: :strip | :mask | :hash after mask works.


Database views / column privileges as the only control
	Pros: Enforced by Postgres
	Cons: Host apps do not want a parallel schema; Ecto redact: true is already the semantic layer
	Rejected as the only control; operators may still use a restricted DB user on a replica, and we should document that.

Consequences
	Policy is a pure function of {columns, rows, policy} → {columns, rows} and is unit-tested without Phoenix
	SQL execution must keep origin metadata, not just aliased names
	Logger backends and exception pages must go through the same redactor
	Subquery bypass remains a documented threat; mount stays admin-only
	“Designed for GDPR/HIPAA” language in the README; no certification claim



  

    ADR-003: PostgreSQL only, prefer replica, hard timeout and row cap

Status
Accepted
Date
2026-09-04
Context
Lens executes analyst SQL against the host app’s data. The host Repo is typically the primary OLTP database. A Metabase-style GROUP BY on events can take down checkout. Origin-column masking also needs PostgreSQL RowDescription table OID + attnum.
PgHero already supports repo: and url: per named database, including replicas.
Decision
	v1 dialect is PostgreSQL only (Postgrex). Other Ecto adapters are out of scope.
	Config mirrors PgHero: repo: and/or databases: with optional url: for a read replica.
	Every query runs in a checkout with SET LOCAL transaction_read_only = on and SET LOCAL statement_timeout.
	Results are hard-capped (max_rows, default 10_000). Truncation is visible in the UI and the audit row.
	README default is: point /lens at a replica, not the primary.

Alternatives Considered
Any Ecto adapter
	Pros: MySQL/SQLite apps
	Cons: Origin-column resolution and read-only transaction semantics differ; SQL editor implies a dialect
	Rejected for v1.

No timeout; trust the analyst
	Pros: Simpler
	Cons: One forgotten LIMIT pages the on-call
	Rejected.

Consequences
	Dummy app and CI use Postgres (same as PgHero)
	MySQL users are told “not now” in the README
	Statement timeout and row cap are part of the public config contract



  

    ADR-004: Optional DuckDB engine in front of Postgres and extra sources

Status
Accepted
Date
2026-09-06
Context
Lens v1 queries PostgreSQL through Ecto/Postgrex. Analysts also want one engine that can join the host Repo with warehouse Postgres, SQLite, Parquet, and CSV without standing up another BI sidecar. DuckDB’s postgres scanner can ATTACH a running Postgres as read-only and keep additional attachments on the same connection.
Decision
	Default engine remains PostgreSQL (direct, read-only transaction + statement_timeout).
	Settings persist engine (postgresql | duckdb) and extra sources on the host Repo.

	DuckDB is optional: host apps add {:duckdbex, "~> 0.4"}. Without it, Settings still render and switching explains the missing dep.
	When DuckDB is on, one in-memory DuckDB attaches the host Repo as repo (TYPE postgres, READ_ONLY) plus user sources. Field policy still applies to result rows.
	User SQL stays SELECT/WITH/EXPLAIN. Attach/load/install happen only inside the engine, not the notebook.

Alternatives Considered
Always-on DuckDB
	Pros: one code path
	Cons: NIF + extension download in every host; extra failure mode for the default Postgres notebook
	Rejected as the default.

Separate DuckDB process / MotherDuck
	Pros: isolation
	Cons: another sidecar, the thing Lens exists to avoid
	Rejected.

Consequences
	Dummy app depends on duckdbex so /lens/settings can actually switch.
	Catalog lists attached DuckDB tables when the engine is DuckDB.
	Origin-column masking still uses the SELECT list; DuckDB has no Postgres RowDescription OIDs.



  

    
PhoenixLens 
    



      
Mountable SQL notebook for Phoenix.
Point it at your Ecto repo, save questions, pin dashboards, and mask PII/PHI
in every result sink.
config :phoenix_lens,
  repo: MyApp.Repo,
  masked_fields: [:email, :first_name, :phone]

import PhoenixLensWeb.Router

scope "/" do
  pipe_through [:browser, :require_admin]
  lens "/lens"
end
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PhoenixLens.Alerts 
    



      
Saved-question alerts. Checked on a schedule; sent by email and/or webhook.
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PhoenixLens.Auth 
    



      
Optional Lens lock: authenticator-app TOTP and WebAuthn passkeys.
When either is enabled, the UI asks for a second factor at /unlock.
MCP tokens are unaffected. Disable everything from IEx with reset!/0
if you lock yourself out.
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PhoenixLens.Components.QuestionCard 
    



      
Embed a saved question in a host LiveView.
<.live_component
  module={PhoenixLens.Components.QuestionCard}
  id={"q-#{id}"}
  question_id={id}
/>
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Dashboards of saved questions.
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Email (SMTP) and webhook channels for alerts.
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PhoenixLens.MCP 
    



      
JSON-RPC 2.0 MCP server for Lens (Streamable HTTP).
Mounted at {lens_prefix}/mcp. Authenticate with a project token from
Settings → MCP.
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PhoenixLens.Migrations 
    



      
Ecto migrations for questions, dashboards, and the audit log.
defmodule MyApp.Repo.Migrations.AddPhoenixLens do
  use Ecto.Migration

  def up, do: PhoenixLens.Migrations.up()
  def down, do: PhoenixLens.Migrations.down()
end
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PhoenixLens.Protection 
    



      
Runtime column protection: global, per source, and per table.
Additive to config :phoenix_lens, masked_fields.
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PhoenixLens.Questions 
    



      
Saved SQL questions in the host Repo.
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PhoenixLens.Result 
    



      
A policy-applied query result. There is no unmasked variant.
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Runtime query engine and extra DuckDB sources, stored on the host Repo.
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PhoenixLens.Tokens 
    



      
Project tokens for the Lens MCP endpoint.
The public token id (plt_…) is safe to list. The secret (lns_…) is
shown once and stored only as a SHA-256 hash. Authenticate with
Authorization: Bearer <secret> (optionally plt_…:lns_…).
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PhoenixLensWeb.Plugs.MCP 
    



      
Streamable HTTP MCP endpoint.
Put this after Plug.Parsers in the host endpoint so it runs before the
browser pipeline (CSRF / accepts: html):
plug Plug.Parsers, parsers: [:urlencoded, :multipart, :json], pass: ["*/*"], json_decoder: Jason
plug PhoenixLensWeb.Plugs.MCP, path: "/lens/mcp"
Authenticate with Authorization: Bearer <secret> from Settings → MCP.
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PhoenixLensWeb.Router 
    



      
Router helper for mounting Lens in a Phoenix application.
import PhoenixLensWeb.Router

scope "/" do
  pipe_through [:browser, :require_admin]
  lens "/lens"
end
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PhoenixLens.Error exception
    



      
Error returned by PhoenixLens.run/2.
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          @type t() :: %PhoenixLens.Error{
  __exception__: true,
  kind: :sql | :policy | :timeout | :read_only | :config,
  message: String.t()
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mix phoenix_lens.server 
    



      
Starts a standalone Lens dashboard.
DATABASE_URL=postgres://user:pass@localhost/dbname mix phoenix_lens.server
Options:
--port 8080
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